3GPP TSG SA WG3 (Security) Meeting #86Bis
S3-170678
27 – 31 March, 2017, Busan, Korea
revision of S3-17xabc
Source:
Huawei, Hisilicon
Title:
Interim agreement for Support of UP confidentiality protection in the UE and the Network
Document for:
Approval

Agenda Item:
5.1.1    Security architecture
1
Introduction
This contribution adds interim agreement to clause E.1.4.1 “Support of UP confidentiality protection in the UE and the Network”.
Solution 1.3 is proposed to be used as a base for normative work. It is proposed to add the implementation requirements from solution 1.3 in the interim agreement clause, so that the implementation requirements are explicit.  
2
Proposal
It is proposed to approve below pCR. 

**********************Begin of changes********************************
E.1.4.1 
Support of UP confidentiality protection in the UE and the Network

E.1.4.1.1 
Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support UP confidentiality protection between the UE and the Network. It should also address how the system deals with a situation when an encryption algorithm has been shown to have insufficient strength. The answer should also take into account whether or not the UP confidentiality protection may be negotiated between the UE and the Network in a way that avoids bidding down attacks.
E.1.4.1.2 
Interim Agreement

UP confidentiality protection is recommended to be used.

UP confidentiality protection is mandatory to be implemented in UE.

UP confidentiality protection is mandatory to be implemented in UP security termination point in network.
Solution #1.3 is taken as a base for normative work, in accordance with the agreement for KI #1.15 – UP security termination point and in accordance with stage 2 architecture specifications.

*********************************End of changes*******************************
